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Title: Study on security aspects of 5G Mobile Metaverse services 
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Unique identifier:	
{A number to be provided by MCC at the plenary} 
Potential target Release:	Rel-19

1	Impacts
{For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	X
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent Work Item 
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	950005
	Study on Localized Mobile Metaverse Services
	Related stage-1 Rel-19 3GPP SA1 study item  

	1000028
	Mobile Metaverse Services
	Related stage-1 Rel-19 3GPP SA1 work item



3	Justification
The Metaverse is rapidly advancing in research and development even outside of 3GPP today, and it is necessary to first identify the significance of its implementation within the 3GPP ecosystem. 3GPP SA1 has studied and investigated use cases and service requirements for 5GS to support enhanced XR-based services, (as XR-based services are an essential part of "Metaverse" services) as well as potentially other functionality, to offer shared and interactive user experience of local content and services, accessed either by users in the proximity or remotely. 

Several use cases are studied, such as XR-enabled collaborative and concurrent engineering in product design. Allowing multiple users from different geographical locations (some of them are present at the same location) to interact over a network, may require to protect the sensitive business information, strict security requirements for user identity management and data security are crucial. 

Other use cases such as digital asset container information access and certification may further require SA3 to analyse the security protection options of the digital asset container (e.g. cannot be spoofed, access control with a policy determined by the user, etc.). Secondly, management of the security aspect of the digital asset container, i.e., security of user managing the digital asset in the digital asset container and authorization of a third party that can retrieve the digital asset, also needs to be analysed.

With several use cases, which requires security enhancement, it is a necessity for SA3 to determine the potential security requirements and related procedures for these aspects. 
4	Objective
This study aims to identify the potential security requirements to support mobile metaverse based on SA1 and SA2 (and SA6) studies and propose the appropriate security procedure. 
Based on the SA1 use cases, the objective of this study is:
1. To support authentication and authorization of the user behind the UE
· To study how to authenticate the user behind the UE, when there are multiple users accessing the same device or multiple devices are belonging to a single user
· To study how to expose the user authentication results to the 5GC
2. To support digital identity authentication and authorization
· To study how to identify a digital identity/avatar, authenticate the digital identity/avatar associated with the subscriber (user)
· To study how to authorize the digital identity/avatar associated with the subscriber (user) to be used in mobile metaverse services.  
· To study how to securely expose the digital identity to the 3rd party services.
· To study how to ensure privacy aspect associated with avatar.
3. To support digital asset container in 5GC
· To study how to ensure authenticity of the digital asset associated with the user
· To study security aspect of user storing and managing the digital asset(s) in the digital asset container. 
· To study how to authenticate and authorize trusted third party to retrieve the digital asset(s) associated with a user, e.g. when the user accesses a specific application.
Further, SA3 shall have responsibility for the mobile metaverse, as an assessor of the security implications and identifying the potential security requirements based on the study performed by other working groups and define potential solutions to fulfil these requirements.

5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR

	TBD

	Study on security for mobile metaverse
	-
	SA#104 (June 2024)
	Rajavelsamy Rajadurai, rajvel@samsung.com





	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



6	Work item Rapporteur(s)
Rajavelsamy Rajadurai, rajvel@samsung.com

7	Work item leadership
SA3
8	Aspects that involve other WGs
Potential interactions with SA1, SA2, SA6 for the requirement, architectural and service aspects.


9	Supporting Individual Members
	Supporting IM name

	Samsung

	Nokia, Nokia Shanghai Bell

	OPPO

	

	

	




